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Welcome to 10 years of CMSIS

Armv8.1-M enhancements that improve DSP and ML performance
e Secure Debug: Reference implementation with CMSIS-DAP
* CMSIS-Zone system partitioning and TrustZone setup
* PSA (Platform Security Architecture) and Trusted Firmware-M
* How CMSIS and TF-M software packs simplify loT
 CMSIS roadmap & discussion

IMPORTANT: This presentation will be available here:
https://github.com/arm-software/cmsis 5 - CMSIS_EW2019.pdf
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https://github.com/arm-software/cmsis_5

CMSIS has 10 years of history — how it began!

Making the News: CMSIS Pre:

Industry puts weight
Cmsis software standard

Reinhard Keil: "Our goal is
to reduce complexity.”

Jean Anne Booth: "It is the
software that takes the time.”

A L |
)

23 ? s
Jim Nicholas: "There is a
greater good.”

3 2019 Arm Limited

troller software interface stan
dard), and acts as a vendor-Ince-
pendent hardware abstraction
layer for the Cortex-M series

“Embedded developers re-use
code heavily,” said Reinhard
Keil, Arm's director for MCU
But purchased code and
code from other sources is not
often integrated into the project
That is becanse there is no stan-
dard, so we came up with a stan
dard that solves this.”

Cmsis should let silicon ven
dors and middleware providers
create software that can be easl-
ly integrated. It should also
reduce the learning curve for
new microcontrolier developers.

Creating software 1S seen as
one of the major costs in the
embedded Industry.  Stand-
ardising the software interfaces
across all Cogtex silicon vendor
products has the potential to
reduce this cost significantly,
especially when creating projects
devicss or mioratino

tools.

for nesw

for safety requirements.

Fabless sembconductor
ny Luminary Micr
involved in developing (

“It s the software th
the time,” said Luminar
marketing officer Jeu
Booth. “We will have fu
support on our Stellark
controllers carly next ye

ST Microelectronics,
has standardised on Co
its 32blt microcontroll
also given its backing to

“There is a greater goo
Jim Nicholas, general 1
of STM's microcontrol
It seeves all our In
we collaborate so our cy
have flexibility. We cann
differences with our con
to undermine our cu
routes to market.”

NXP is sampling
LPCAxx family of Corts
wers and i planning
availability early nex
which Is whv it ha

shon.

CMSIS - Lead Partners

Silicon Partners
Atmel
Luminary
NXP
STMicroelectronics

Software Partners
IAR Systems
KEIL, An ARM Company
Micrium
SEGGER

Open Source Community (GCC)

THE ARCHITECTURE FOR

THE DIGIT

A

COMPLIANT

ARM? Cortex™ Microcontroller
Software Interface Standard

v/

AIMEL

@LUMINAHYHIGHD
17,

GIAR
SYSTEMS

DZ An ARME Company

Vemeeer
SEGGER

WORLD

arm



| CMSIS

COMPLIANT

M® Cortex™ Microcontroller
Software Interface Standard

CMSIS 10 years later — where are we today?

CMSIS is the pathway to the Arm microcontroller eco-system of tools and software

Trillions of %&

devices

Support for all Cortex-M, Cortex-A5, A7, A9

¢

Open source — development public on GitHub:

use CMSIS 5,500+ MCUs / ASSPs https://github.com/ARM-software/CMSIS 5
supported with CMSIS with good contributions — thank you!
e Go gle CMSIS

1001000110011

g

About 446.000 results
Used in many projects

> 8,000,000 source files 32 silicon vendors that provide public

oublic on GitHub CMSIS device family packs
e CMSIS pack support in various IDE/toolchains:
J/ - Arm DS
- Arm Keil MDK
v - IAR EWARM
CMSIS installations - github.com/ARM-software/cmsis-pack-eclipse
260.000 downloads (which enables several vendor specific tools)

of CMSIS-Pack 5.4.0
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https://github.com/ARM-software/CMSIS_5
https://github.com/ARM-software/cmsis-pack-eclipse

Armv8.1-M
enhancements
- thatimprove
DSP and ML performance



CMSIS enables consistent software for all Cortex-M (& A5/A7/A9)

+45 billion
Cortex-M

based chips
shipped**

**Based on Arm data

6 2019 Arm Limited

Relative control code performance

Cortex-M today

Cortex-M7*

Cortex-M35pP*
Cortex-M33*

Cortex-M3
Cortex-M4*

Cortex-M23
Cortex-MO+
Cortex-MO
Cortex-M1

Future Cortex-M
based on Armv8.1-M
Enabled by Arm Helium
technology

*Existing processors with DSP extensions

»

Relative ML and signal processing performance

Graph not to scale q r m



Evolving the architecture for more capable, secure devices

=

Armv8.1-M

M-Profile Vector Extension

Helium

Support for half-precision floating-point, loops and branches
Additional debug features for signal processing

Enhanced error reporting using Reliability, Availability and
Serviceability (RAS) extension

Armv8.0-M mainline
Built-in security with TrustZone for Armv8-M and PSA principles

2019 Arm Limited

developer.arm.com/technologies/helium

arm


https://developer.arm.com/technologies/helium

Transforming the capabilities of the smallest devices

Helium is boosting signal processing and ML performance for millions of developers

8 2019 Arm Limited

Signal processing

4=

\ 4

Signal

Feature

conditioning

extraction

Up to 5x
higher signal

processing

performancex

(CFFT in int32)

Machine learning

o

*Compared to existing Armv8-M implementation

Decision
algorithm

Up to 15x

higher ML

performancex

(matrix multiplication in
int8)

arm



Simplified software development based on a unified
programmer’s view

A

Unified toolchain for control code, signal processing and ML >

Optimized library for Optimized library
signal processing — CMSIS-DSP library CMSIS-NN library "] for ML

Armv8.1-M and Helium

Signal processing Machine learning

Efficient control code execution

9 2019 Arm Limited a r m



Armv8.1-M Code Example: Vector Addition

Code Snippet Assembly Snippet with Helium
void matrix_add_const(ee_u32 N, MATDAT *A, MATDAT lr‘, r5, exit
val) Low Overhead Loop Instruction variant
{ LBB2 5 : Note: This variant is to enable loop tail predication
ee_u32 1i,3; vldrh.16 g@, [r6] @ load 8 half words
for (1=0; i<N; i++) vadd.i16 g@, g0, ro @ add val to 8 half words
{ vstrh.16 g0, [r6], #16 @ store 8 half words
for (j=0; J<N; j++) .LBBZ_5
t ) ) Loop-end with Tail predication
A[i*N+j] += val; it :
exit: Note: LR stores no. of vector elements processed in
} this case.

Notes: Above branching performance results in
significant cycles savings, thereby giving higher
performance, smaller code footprint and better
power efficiency

10 2019 Arm Limited a r m
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CMSIS 5 COMPLIANT

Consistent software framework for Arm Cortex-M and Cortex-A5/A7/A9 based systems

Application code

CMSIS-Pack

CMSIS-RTOS CMSIS-NN CMSIS-DSP CMSIS-Driver CMSIS-SVD
Real-time execution Machine learning Signal processing Middleware interface Peripheral description
CMSIS-CORE
Processor core and peripheral access

Arm® Cortex” Drocessor Communication Specialized CoreSight™ Access Filter
P peripherals peripherals debug logic (MPU, SAU)

System-on-chip

CMSIS-DAP CMSIS-Zone

Debug access System Partitioning

Complete documentation: http://arm-software.github.io/CMSIS 5/General/html/index.html
12 2019 Arm Limited q r m



http://arm-software.github.io/CMSIS_5/General/html/index.html

CMSIS-Pack — delivery mechanism

Delivery

Versioning

Dependency

Retargeting

13 2019 Arm Limited

Software components, examples, code templates,
documentation, device and board support files

Semantic versioning for lifecycle management using an
embedded industry standard for reliable production

Specify dependencies upon other packs, software
components, toolchains, and APlIs

Automatically replace files based on hardware selection
or toolchain requirements

arm



CMSIS-Pack Index Files: Standardization for Download Portals
Multiple download portals (all are equal), with references to other portals

www.vendorA.com/pack pack.vendorN.com Software Pack vendors publish:
> < *  Vendor.pidx: Index file that lists
*.pack *.pack all available packs from “VendorN”
*.pdsc *.pdsc
vendorA.pidx vendorN.pidx Tool vendors use this index file to list all
\ / available packs.
vendorX.vidx: Benefits
it vEe i * Software Pack vendors can update and
<url> vendorN.pidx add packs. This gets automatically

p— c distributed to tools and web.

v

index.pidx .  Software partners can create packs for
software evaluation to promote their

products.

14 2019 Arm Limited a r m




CMSIS-Pack is designed for tools and web portals

Information you publish in packs is shown in tools and on web pages

ﬂ Manage Run-Time Environment E @ Embedded Software Developme: X~ + - o 23 @ Embedded Software Developme: X - G
. R . &« c & Arm Ltd [GB] | https://developer.arm.com/embedded/cmsis/... ¥ = Q9 °
Software Component Sel. Variant Yersi... Description < C O nttpsy/developer.am.com/embedded/cmsis/cm... #r  i# O | @
4 Board Support MCB1500 [»[10.0 | MCB1500 Board A Devsioper Q= 2 4 armoeveloper Q = &
= ’ CMSIS Cortex Microcontroller Software Interface Components - D o
¥ CORE I« 330.0 | CMSIS-CORE for Cortex-M, SC000, and SC300 eVI CeS
¥ Dsp r 142 CMSIS-DSP Library for Cortex- b, SC000, and SC300
‘ RTOS (APT) 1.0 CMSIS-RTOS API for Cortex-M, SC000, and SC300
= ’ Device Startup, System Setup x
@ Startup o 100 | System Startup for NXP LPC1500 Series N : V1.00 'NX P LPC1817
& ordic nRE51
= ’ Drivers Unified Device Drivers N X
& Ethernet (APT) 200 | Ethemet MAC and PHY Driver APl for Cortex-I Semiconductors PCA10031 LPC1800 Series » LPC181x
’ Ethernet PHY (APT) 200 Ethernet PHY Driver API for Cortex-M i . .
- NXP LPC1800 devices are high-speed and offer extensive
’ Flash (APT) 2100 Flash Driver API for Cortex-M R . . R .
- Nordic Semiconductor nRF51 communication peripherals. Typical applications include
2@ 12C (4P) 2m 12C Driver API for Cortex-M velopment Kit board (PCA10031) Industrial, RFID readers, Consumer, e-Metering and White
¥ C [v 1.01.0 | I2C Driver for LPC1500 Series K . ol goods. - Three PLLs - Quad SPI Flash interface (SPIFI) -
& NAND (APT) 2.00 MAMD Flash Driver API for Cortex-M I nformatlon ma rked 5CT) - LCD Controller
¥ USE Device (APD) 2.00 USE Device Driver API for Cortex-M Support pack:  Software modules for Nordic T - Motor control PWM for
& File System MDK-Pro 6.0.0 File Access on various storage devices ’ Semi duct RE famil PU BLIC e ID for each device
emiconauctor n amily.
& Graphics MDK-Pro 524.0 | UserInterface on graphical LCD displays Y
& MyClass Support pack: NXP LPC1800 Series Device Support,
g - Download latest & Drivers and Examples
& MyVariant
’ Metwork MDK-Pro 6.0.0 [P Metworking using Ethernet or Serial protocols
— - : Download latest &
’ UsB MDK-Pro 6.0.0 USE Communication with various device classes Compatible Arm development tools:
J I I _'| Arm Development Studio Compatible Arm development tools:
Keil MDK
Validation Cutput Description HERMEE . Arm Development Studio
Al mpiler Keil MDK
ULINK and DSTREAM debug adapter families Arm Compiler
K ULINK and DSTREAM debug adapter families
Resove | [ Details oK | Cancel Help | Request a quote
Qverview Examples Drivers

15
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CMSIS-Pack — what’s new?

Work with repositories

* <repository> element specifies version control
location, i.e. git or GitHub

* |DE’s support “local repositories” workflow

Eclipse CMSIS-Pack v2.4.0 released

 https://github.com/arm-software/cmsis-pack-eclipse

 Many enhancements, for example: Headless build:

eclipsec.exe -nosplash -application
com.arm.cmsis.pack.project.CmsisHeadlessBuilder -help

Flash programming via DAP interface

* <flashinfo> describes sequence-based flash
download — required for devices that cannot
execute algorithm from RAM.

16 2019 Arm Limited

B Help 332

2 Contents @3-. Search B Related Topics Eﬂ] Bockmarks & Index

Using Local Repositories

All versions of installed packs are stored below the pack root folder (refer to CMSIS Pack Manager). While
developing a sofitware pack, 1t 1s useful to have direct access to 1ts content without the need to re-build and re-
install the pack after modifications. For this purpose. vou can add the folder of a pack's local copy by selecting

o 4 & =

id Manage Local Repositories... and pressing Add.... Select the PDSC file in the folder and press OK:

°* Preferences

type filter text

» General
» Arm DS
v CfC++
v CMSIS Packs
Console
Manage Local Repositories
» Help
Install/Update
lava

W

Library Hover
PyDev

Remote Systems
Run/Debug
Team

WOORE W W Y

Terminal

Manage Local Repositories

Pack Repository
MyVendor. MVCM3.1.0.9 C:/06_ternp/working/Files/

Add...

Remowve

Restore Defaults Apply

@

QK Cancel

arm
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http://arm-software.github.io/CMSIS_5/Pack/html/element_repository.html
https://github.com/arm-software/cmsis-pack-eclipse
http://arm-software.github.io/CMSIS_5/Pack/html/pdsc_family_pg.html#element_flashinfo

Relationships of packs and software components

Packs can require other packs to be installed:

Pack A
Version n

Pack B

Version m

Components can have dependencies on other components; either from the same or
from other packs:

Pack A, Version n

Component A

Component B

Component C

Pack B, Version m

Component A |«

Component B

Component C

17

2019 Arm Limited

arm


http://arm-software.github.io/CMSIS_5/Pack/html/element_requirements_pg.html#element_packages
http://arm-software.github.io/CMSIS_5/Pack/html/pdsc_conditions_pg.html

CMSIS-Pack: What is a software component

API Interface Software components should have:

Software * Version and history information

Component #1 API headers e License information

Version & e APl interface definition

Licensg Source code/ Configuration e Documentation
Information libraries files

* Source files
References to other software components « Configuration files (optional)

* Requirements to other components (optional)

APl headers APl headers APl headers
CMSIS-Pack defines an XML format that frames all this

information and can be used by project management
Source code/ Somlj'rbce (?ode/ Source code/ utilities from various tools.
ibraries

libraries i i

libraries

SW Component #2 SW Component #3 SW Component #4

18 2019 Arm Limited a r m


http://arm-software.github.io/CMSIS_5/Pack/html/pdsc_components_pg.html
http://arm-software.github.io/CMSIS_5/Pack/html/packFormat.html

CMSIS-Pack: Central API Interface definition

Ensuring consistent interfaces across standard components

Interfaces

A common problem: APl headers evolve over time.
Software

component A central API definition shares header file and

documentation of an APl interface across multiple
other software components to ensure consistency.

API headers

Source code/

L The APl interface is distributed separate or as part of
libraries

the software component that defines this interface.
The APl header file is therefore consistent.

Central
API definition

APl headers
(Definition)

Source code/
libraries

Implementation #2

Documentation
of API

An example is the CMSIS-Driver pack that contains
various Ethernet and Flash drivers — all compatible
with the CMSIS-Driver APIs that are published in the
CMSIS Pack.

Source code/
libraries

Implementation #3

Source code/
libraries

Implementation #1

19 2019 Arm Limited a r m


http://arm-software.github.io/CMSIS_5/Pack/html/pdsc_apis_pg.html
http://arm-software.github.io/CMSIS_5/Pack/html/cp_SWComponents.html#cp_API
http://arm-software.github.io/CMSIS_5/Pack/html/cp_SWComponents.html#cp_API
https://github.com/ARM-software/CMSIS-Driver

gGMSIS CMSIS Dr|Ver Version 2.6.0

COMPLIANT
e e Peripheral Interface for Middleware and Application Code
General CMSIS-Core(A) | CMSIS-Core(M) DsP | NN
Usage and Description | Reference |

¥ CMSIS-Driver

Overview

Revision History of CMSIS-Driver
Theory of Operation

>

b Reference Implementation
p Driver Validation
[
[

Reference
Data Structures
Data Structure In

v

Data Fields Microcontroller

CMSIS-Driver Ussf|  UsB Controller
Templates SAID E SAl Controller
Ether'netE Ethernet PHY
GitHub projects: I
Ethernet MAC
CMSIS-Driver
Implementations for Rxan USART
NPX LPC Series SPIOE SPI Controller

E CAN Controller

CMSIS-Driver
Validation

sPl| E SPI Controller

SDIOO E SDIO

VO Memory Controller

usaE USB Controller

RTOS v1 RTOS v2

Software Packs

Startup/System

Pack | SVD

Control
Structs

USB Device Driver

SAl Driver

Ethernet PHY

II Ethernet MAC |

USART Driver

SPI Driver

CAN Driver

| -
Fl

SAIOD
ETH_ PHYO

s aas e L™

DAP Zone |

Middleware

USB Device

TCP/IP

MNMatrwnvlsing

The CMSIS-Driver specification is a software API that describes peripheral driver interfaces for middleware stacks and user applications. The
CMSIS-Driver API is designed to be generic and independent of a specific RTOS making it reusable across a wide range of supported
microcontroller devices. The CMSIS-Driver API covers a wide range of use cases for the supported peripheral types, but can not take every
potential use-case into account. Over time, it is indented to extend the CMSIS-Driver APL with further groups to cover new use-cases.

CMSIS-Driver Pack
Generic Drivers
that are device
independent are
now available as
separate software
pack.

github.com/
Graphi
AP ARM-software/
CMSIS-Driver

I ash Driver

MCI Driver
NAND Driver
USB Host Driver

USEHO

File System

USB Host

arm



https://github.com/ARM-software/CMSIS-Driver
https://github.com/ARM-software/CMSIS_5/tree/develop/CMSIS/Driver/DriverTemplates
https://github.com/ARM-software/NXP_LPC
https://github.com/ARM-software/CMSIS-Driver_Validation

CMSIS-Driver: WiFi Interface (beta available)

Standard interface to WiFi chipset

21

WiFi
CMSIS-Driver

Management

Socket

Bypass (opt.)

2019 Arm Limited

* WIiFi CMSIS-Driver that provides access to:
- Management interface: connection to an access point (AP)
- Socket interface: IP stack running on WiFi module handles data communication
- Bypass interface: IP stack is running on MCU; Ethernet frames transferred by WiFi module

* WiFi CMSIS-Driver is typically implemented as:
- Wrapper for SDK for WiFi module
- May use CMSIS-Driver compliant implementation for SPI, SDIO or UART connection

* Beta implementation available for:
« ISM43362 — Inventek WiFi ISM43362 driver using CMSIS-Driver SPI interface
- QCA400x — Qualcomm WiFi QCA400x driver using CMSIS-Driver SPI interface
- WIiP —release April 2019: Redpine Signals RS14100 on chip WiFi
- WiP —release April 2019: Espressif ESP8266 WiFi Arduino shield

e CMSIS-Driver template will be available to add custom WiFi chipsets
arm


https://github.com/ARM-software/CMSIS_5/blob/develop/CMSIS/Driver/Include/Driver_WiFi.h
https://github.com/ARM-software/CMSIS-Driver/tree/develop/WiFi/ISM43362
https://github.com/ARM-software/CMSIS-Driver/tree/develop/WiFi/QCA400x

WiFi Driver and loT Socket component combined

Generic communication foundation for Cloud connectors on Cortex-M

J\ Azure G

') Google CloudPlatform QWS

Security Security Security Security is provided by Mbed TLS
Mbed TLS Mbed TLS Mbed TLS
loT Socket loT Socket loT Socket loT Socket can interface with:

*  W,iFi CMSIS-Driver to connect to various wireless

CMSIS-Driver MDK

e MDK-Middleware network stack

SP1,SDIO,UART Bl Ethernet MAC §ll Ethernet MAC . . — ) .
LwIP (optional, WiP — contributions welcome)

cthernet PHY B Ethernet PHY Implementatlc.)n.s avallablg via V\{WW.kEI|.C0m/|OT
CMSIS-Driver CMSIS-Driver (update for WiFi planned in April 2019)

Cloud Connector

22 2019 Arm Limited a r m


https://github.com/ARM-software/CMSIS-mbedTLS
http://www.keil.com/IoT

Other CMSIS improvements

CMSIS-RTOS2 implemented by:
* FreeRTOS

e RTX5
e Zephyr

FreeRTOS and RTX5 available for:

 Arm Compiler5/6
* GCC Compiler
* |AR Compiler

23 2019 Arm Limited

Ready-to-use functional safety software framework

Run-time system for functional safety (FuSa RTS) for embedded applications

User Application code .

® 2019 arm Limited

Software test
library (STL)

Self-test code for
run-time verification

CMSIS-Core

(device-specific)

Faster time-to-market

Fully qualified for:
= 150 26262, ASILD

- [EC 61508, SIL3

» [EC 62304, Class C
- EN 50128, SIL4

Optimized by the
architecture experts

One-stop shop for all
software components

arm
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https://github.com/ARM-software/CMSIS-FreeRTOS
http://arm-software.github.io/CMSIS_5/RTOS2/html/rtx5_impl.html
https://docs.zephyrproject.org/latest/porting/cmsis_rtos_v2.html

Secure Debug

. Reference
implementation
- with CMSIS-DAP



CMSIS-DAP: v1.2.0 (USB HID) + v2.0.0 (WinUSB)

Debug Unit Device
o P Sy CoreSight
USB WO Cortex-M4
Debugger =—=t===p CMSIS-DAP

Many platforms supported

Cortex-M23

Firmware implemented
on Cortex-M MCU Cortex-A7

May be integrated on a single evaluation board

CMSIS v1.2.0: continues to support USB HID as interface

CMSIS v2.0.0: introduces USB WIN support with >5x better performance
- SWO streaming via separate pipe allows significant better trace bandwidth
« Windows 10 does not require USB driver installation

Now working towards secure debug, learn more in this video: http://bit.ly/2TRO6J8

25 2019 Arm Limited

arm


http://bit.ly/2TRO6J8

Host Debug Software Target Debug Hardware/Software

<

P SDC-600 COM
Some target/user Port Internal
authentication : P
mechanism. Could be
server based or even
simple fixed

certificate/password SDC-600 COM-AP

COM Port I/O Driver

26 2019 Arm Limited a r m



Host Debug Softwar Target Debug Hardware/Software

~.
L ATP All these are

standard
interfaces with
specifications to

be released by
Port Internal
reference

implementations

Some target/user :
authentication ECom 1T
mechanism. Could be
server based or even
simple fixed

certificate/password | CSAPBCOM

) COM-AP

This allows wide
adoption and
support in all
popular debug
tooling

27 2019 Arrn Lirnitad Q r Ir I



- CMsls-Zone
system partitioning
and TrustZone setup



CMSIS-Zone — resource management for SoC systems

Supports partitioning of multi-processor systems; TrustZone and MPU configuration

& MCBSTM32F400.sz0ne 5 = 0
System List available system resources % System Map © [1 & & Generate code @ ol
ReSOU rces in d SOC SyStem MName Access Size Cortex-M4 Description 2
v B8 memory
¢ IRAM1 rwWx 128 KB 0x20000000
N > ¥ IRAM2 rwx 64 KB 0x10000000
System Select resources for sub-partitions . “IROM1  rx 1 MB 0x08000000
9n q . . . v peripherals
Partitioning i.e. independent software projects @ A
/ . #CAN
~N # CRC prw 1 KB 0x40023000 Cryptographic processor
i . % DAC prw 1 KB 0x40007400 Digital-to-analog converter
TrustZone & Partition memory & peripherals * DBG prw | KB 0xE0042000 Debug support
MPU Setup for safe process execution @ DCMI prw 1 KB 0x50050000 Digital camera interface
> % DMA
3 ®Ethernet
@ EXTI prw 1 KB 0x40013C00 External interrupt/event
. . *
Generate hardware configuration STASH |prw - KB |9x20825C00 |FLASH
FSMC prw 1 KB 0xA0000000 Flexible static memory contrc
and tool setup « #GPIO v

J Systern map | Project zone map | Blinky_MPU ‘ O::Proc‘

29 2019 Arm Limited q r m



CMSIS-Zone — Development workflow

Configuration and build management for system resources

30

Resources

* rzone

€ MCBSTM32F400.sz0ne &2

==

& System Map [ [l &  Generate code

Assignments
*.azone

MName
~ B memory
“ IRAM1
> ¥ IRAM2
“ IROM1
v a peripherals
s % ADC
s W CAN
# CRC
# DAC
 DBG
¢ DCMI
s 9 DMA
s o Ethernet
# EXTI
¥ FLASH
¥ FSMC
« % GPIO

Access  Size

WX 128 KB
WX €4 KB
rx 1 MB
prw 1 KB
prw 1 KB
prw 1 KB
prw 1 KB
prw 1 KB
prw 1 KB
prw 1 KB

Cortex-M4

0x20000000
0x10000000
0x08000000

0x40023000
0x40007400
0xE0042000
0x50050000

0x40013C00
0x40023C00
0xn0000000

Description

Cryptographic processor
Digital-to-analog converter
Debug support

Digital camera interface

External interrupt/event
FLASH
Flexible static memory contrc

¥

System map | Project zone map‘ Blinky_MPU | CoPrc:c|

2019 Arm Limited

Sub-system
Resources
* rzone

Hardware
Configuration

Tool

Configuration

Resource *.rzone file lists all systems
resources. Import from
CMSIS-Pack/SVD possible

Assignment *.azone file contains
partitioning information and is
managed by CMSIS-Zone tool

CMSIS-Zone tool can generate sub-
system resource files

arm



CMSIS-Zone — Development Workflow

Multi-step approach shows only relevant sub-system

Sub-system :
Assignments
Resources % rone Sub-sub-system
* [ ]
.rzone Resources
*
.rzone
& MCBSTM32F400.sz0ne &2
& System Map [ [l &  Generate code
Name Access  Size Cortex-M4 Description -
~ B memory
“ IRAM1 rwx 128 KB 0x20000000
> % IRAM2 rwx €4 KB 0x10000000
“ IROM1 rx 1 MB 0x08000000
v a peripherals
> % ADC
@A Hardware
¥ CRC prw 1 KB 0x40023000 Cryptographic processor 0 o
# DAC prw 1 KB 0x40007400 Digital-to-analog converter CO nflgu ratl O n
+ DEG prw 1 KB 0xE0042000 Debug support
* DCMI prw 1 KB 0x50050000 Digital camera interface
> % DMA
s % Ethernet
# EXTI prw 1 KB 0x40013C00 External interrupt/event I
¥ FLASH prw 1 KB 0x40023C00 FLASH TOO
# FSMC prw 1 KB 0xAR0000000 Flexible static memory contrc f' g
v % GPIO ¥ Con |gurat|0n
System map | Project zone map‘ BIinky_MPU|CoProc|

31 2019 Arm Limited

It is possible to break down complexity
of a system in multiple steps.

Sub-systems expose only the part of
the system that is relevant for the user.

A sub-system user has no visibility to
other parts of the system (access
protection).

arm



CMSIS-Zone — configuration steps - example

« Step 1: split the multi-processor system into single processor sub-systems.
» Step 2: create the partitions for secure and non-secure execution.
» Step 3: configure MPU protected execution zones.

Cortex-M33

instruction >0L Instruction
Cache Cache

TrustZone
Filters

Code SRAM1

32 2019 Arm Limited
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CMSIS-Zone — data export for projects

FreeMarker template engine allows to export CMSIS-Zone data to arbitrary formats

Flexible data export for project build supports many different use cases:
i.e. device configuration, MPU setup, linker scripts, etc.

file templates

CMSIS-Zone
Generator

Data Model

33 2019 Arm Limited

FreeMarker

Project files for:

= Memory assignments

= Linker configuration

= SAU, MPU configuration

= Peripheral assignments

& MCBSTM32F400.5zone &8 Blinky MPU.pzone [ scatter.s

SLR flash 0x08000000 0x00080000 { ; 1o

10
11
12
13
14
15
le
17
18
15
20
21
22
23
24
25
26
27
28
29
30
31

ER _flash 0x08000000 0x00080000 {
* o (RESET, +First)
* (InRootSSSections)
LBNY  (+RO)
LANY (+XO)

}

RW _priv 0x20000000 Ox00008000 { ; E
VANY  (+RW O+ET)
ANY (.data.priv*)
.ANY (.bss.priv¥)

}

EW shared 0x20008000 0x00008000 {
LANY (.data.shared?)
LANY (.bss.shared¥®)

}

BEW processA 0x20010000 0x00000200 {
JANY (.data.processh¥)
ANY (.bss.processi*)

}

RW processB 0x20010400 0x00000200 f{
LANY (.data.processB¥)
.ANY (.bss.processB*)



Platform Security
Architecture,

Trusted Firmware-M

~and CMSIS alighment

~ Shebu V. Kuriakose



Tru&ed
Flrmw‘a re- IVI
(TF- IVI)

[ 7ecure Trillion Connected Devices

N T I

T el

Shebu V. Kuriakose



Platform Security Architecture

A complete security offering
independently tested

Analyze Architect Implement Certify

Threat models Hardware & firmware Firmware

& security analyses architect specifications source code

psacertified™

Find out more at 2pm on 28t February with Rob Coombs: Building Trust:

Evaluating Platform Security Architecture (PSA)

36 2019 Arm Limited

Trustedfirmware.org

Open Source, open governance

Openly published

a

TRUSTED FIRMWARE
OPEN SOURCE SECURE WORLD SOFTWARE

|
ME MORE INFO

arm



Trusted Firmware-M Framework

Secure Boot, Isolation, Secure Partition

Non-Secure .
! Secure Processing
Processing

] Environment
Environment

\
( : | | \

Non-secure Partition Secure Partition Secure Partition Trusted Partition

TFM
. . TF-M Core
NS
API
OS kernel
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TF-M v1.0-Beta @ Embedded World'19

« Secure Boot based on

mcuboot

- Level 1 Isolation

- Secure Storage

 Crypto Functions

- Attestation following EAT

(Entity Attestation Token) Spec
« PSA Functional API Certification

38

PSA L1 Security Certification

2019 Arm Limited

Isolation Boundary

Non-Secure

D TF-M

A
a
<
>
()
(@]
<
()
a

PSA RoT
(Secure
Privileged
Domain)

Secure/TF-M

s

[Evcammamtms | [ S |

HAL API

Application
RoT

* Containing Test Suite of
PSA Crypto, Secure
Storage & Attestation

arm



Trusted Firmware-M: Enabling a Secure Ecosystem

* Sample Integration with RTOS

. Ar'M RTX5RTOS /g ‘
CMSIS Packs MBED (iCMSIS ZRTOS "‘fephyr*

COMPLIANT

* Standardized PSA APlIs COMPLIANT
* Standard HAL Interface
* Public Mailing List: Open Design and Review

Non-Secure Secure/TF-M
* Multiple Toolchains

* Certifiable Friendly

A0
o
<

>

(]
(@]
<
(%0)
o

HAL API
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Proof Of Concept: Google Cloud/Zephyr/TF-M

- Musca-A Board

A loT Ref Platf Non-secure
- Armlo eference Platform Processing Environment Secure Processing Environment (SPE)
— Cortex-M33 core (NSPE)
/—& —
- SPE - TF-M —

Secure partition Secure partition Trusted partition

- NSPE - Google Client
on Zephyr RTOS

- Google Client uses JWT
Sign Service and Secure
LED Service

Secure Partition Manager

e= e= e= == |[solation boundary
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TF-M
TF-M v1.0
PSA'S , - .
TF-M PEE> - v1.0-Beta S5 Earified

PSA v0.1 Trorg  PSA Func,
Launched L1 Certified
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Roadmap

- Released ‘ Development ‘ Adv. Planning . Concept

Available 2019 Q1 2019 Q2 Future

2019 Arm Limited




- How CMSIS and TF-M
software packs

~ simplify

loT end-node
development



How can we deploy
software to all these
loT devices

2019 Arm Limited



CMSIS vision 10 years ago: SW components easy to exchange

Wh day?
Software Complexity — The Challenge ere are we today

* CMSIS-Core, RTOS, DSP, NN, Driver

Development Costs $ define common SW for variou
(Industrial Application) & 3@’ - RS232 |\ RAM ] )
I prver f—y __ processors/devices and peripherals
 TF-M adds security for loT
Ethemet. PHY ﬁ MCU BUS | y
* All relevant silicon vendors deliver
SDIMD SDMD A\ i i i
oM o [ Flash device family packs in CMSIS format
. . . . | * CMSIS-Pack defines the frame work for
1870 1980 1990 2000 2010 Hardware Components can be easily exchanged
software components
Well-known issues the drive software costs * CMSIS-Pack management is
Increasing product requirements that are implemented by software implemented by several mainstream

Hardware problems tend to become compensated by software

toolchains: IAR, Arm Development
Software components are incompatible and cannot be re-used.

Studio, Keil MDK, and SiP toolchains

Software Standards are key for the future!

THE ARCHITECTURE FOR THE DIGITAL WORLD?® Confidential & ARM
45 2019 Arm Limited q rm

So, lets apply it....




Cloud connector software stack and loT kits

'ngz.

407

WiFi|OE Module
FCCID: 2ADPDGTI 216
845007687353

e
2EwIFL Module
e i

UvoTOoN
NuMaker-PFM-M2351
— TrustZons empowered

MODEL: RS 1000308
: R510003-NSZ.00M
LC: K01 - 3315
0 Your Own THING™

e

5% o ICE V3,

[ A

L L e R % wen M ‘
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Cloud connector software stack — framed in packs

Application code Proof of Concept

Cloud connector and service
Cloud connector stack re-worked to

WiFi Secure Socket use software packs.
Software Connector
SDK Driver PoC separates common software
WiFi mbed TLS Service . TS
components: now It Is S|mpler to
SDK Project Template re-use and update.
Board configuration
Device CMSIS SDK Drivers § SDK Drivers
U] seven components are hardware

dependant and need rework to
adopt a new target hardware.

Benefit: easy to add new components. SiP can differentiate!

CMSIS pack RTOS pack Cloud pack Mbed TLS pack
47 2019 Arm Limited a r m



Adding WiFi Driver and loT Socket packs

Cloud connector and service Networking, and loT Socket
v - packs can further reduce
loT Socket
o 20t efforts of hardware
SDK mbed TLS Service
Board configuration CMSIS-Driver WiFi chipsets frequently interface
Startup CORE All Flash interface makes it generic.

APPLIEEIEN G20 E Utilizing generic WiFi,

CMSIS pack RTOS pack Cloud pack Mbed TLS pack
48 2019 Arm Limited a r m



Cloud software stack on Armv8-M with TrustZone

Cloud connector and service

loT Socket
CMSIS-Driver
WiFi TF-M TF-M TF-M
SDK Crypto NS Storage NS Boot NS
SDK Project Template § SPI/UART
Board configuration CMSIS-Driver
Startup CORE All IPC

Application code

| -
Q9
T
o
o QO
C
T
<t

PSA Services | Hardware Interfaces

i CMSIS + TE-M can

Non-secure Secure drastically simplify
software
) , o , _ configuration to
Alignment with CMSIS and TF-M can simplify security, crypto, and firmware update custom hardware

CMSIS pack RTOS pack Cloud pack Mbed TLS pack
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How you can contribute

CMSIS timeline

April 2019

April/May 2019

April 2019
April = June

July 2019
June 2019

Outlook

50 2019 Arm Limited

CMSIS v5.5.0 release with: Review live repository on
- Core(M): Armv8.1-M support https://github.com/arm-software/cmsis 5
- Driver: WiFi API Use ‘Issues’ to report problems or raise requests
- DSP: resolved reported issues
WiFi driver implementations and WiFi chip set vendor: add your own driver
loT Connector release Tool vendor: adopt projects to your toolchain
CMSIS-Zone beta version: Feedback on current CMSIS-Zone specification
- examples: for v8M devices Review example projects, adapt examples to
- heterogenous system setup your toolchain or RTOS
- RTX5 with MPU protection Open source project with examples on
CMSIS-Zone final release https://github.com/arm-software/CMSIS-Zone
TF-M with generic HAL tbd

adopted to several Cortex-M23/33

CMSIS-DAP: Secure Debug reference implementation
CMSIS-SVD: extensions for v8-M devices to provide data to CMSIS-ZONE
CMSIS-Pack: Generic project file format

arm


https://github.com/arm-software/cmsis_5
https://github.com/arm-software/cmsis_5/issues
http://www2.keil.com/iot
https://github.com/ARM-software/CMSIS-Driver/tree/develop/WiFi/QCA400x
https://github.com/mdk-packs
http://www.keil.com/pack/doc/CMSIS_Dev/Zone/html/index.html
https://github.com/arm-software/CMSIS-Zone
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